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Operational Risk is one of the more

controllable Enterprise Risks
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Liquidity Risk (not shown)
Risk of an inability to meet

Ability

Control
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Regulatory Risk

To Risks arising from
disadvantageous legislative or
regulatory activities

1 Strategic Risk
Risks arising from strategic
failures of the firm

Market Risk
Risks associated with
changes in market prices

Operational Risk
Risks arising from failed
internal processes, people,
or technology, or from

obligations because of a lack of
liquid assets (combination risk)

Systemic Risk
Risks related to economic
events and market failures

Reputation Risk
Risks arising from the
formation of a negative
corporate image

Interest Rate Risk
Risks associated with
changes in interest rates

Systemic
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Credit Risk
Risks associated with
Market Interest Rate changes in credit quali

external events
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A Comprehensive ORM Framework
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Operational Risk Governance Structure, Policies & Standards

Risk Tolerance Measures

Economic Capital / Regulatory Capital

Assess Risks

Implement

Risk Self Operational Risk Key Risk ST AGEhES
Assessment Loss Data Indicators Y
Identify Risk & Control Self ) Scenario
Risks ’ " ‘ ’ Internal Loss data ‘ ’ Enterprise KRI data ‘ Analysis
Risk Assessment o
Workshop BU spdectlflc KRI
External loss data i
Measure and

Control
Measures

Operational Risk Mitigation

Monitor and
Report
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Operational Risk Reporting & Analysis
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Components of the ORM framework can be
integrated across the loss distribution curve
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Different components of the operational risk management framework address different parts of the

Operational Loss Distribution, at times with overlap:

Loss Data Collection:

Collection of all historical and current
Operational Loss Data — a minimum of
five years (three years in the transition
period) of data is required for capital
calculations.

Capital Modeling:

Calculation of the operational capital
charge based on severity and
frequency distributions building on
the organization's internal loss data.

Risk and Control Self-Assessment
RCSA):

The forward — looking assessment of the
organization’s internal risk and control
factors.

Key Risk Indicators (KRI's):
Metrics that are indicative of operational
stress levels in the organization.

Scenario Analysis:

The identification of hypothetical,
infrequent, yet plausible severe loss
events.

External Events:
Examination of relevant external
operational loss events.

Identify

Measure

Assess

Mitigate

Monitor

Event Frequency

Loss Data Collection

Loss Distribution / Capital Modeling

RCSA

Mitigation Processes / Action Plans

KRI's
Reporting

Operational
Losses

Not severe, more likely
More predictable and
controllable

Severe, but unlikely

—less controllable
and difficult to
predict
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Example Risk Reporting Framework — Dashboards with

drill-down capability and workflow
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Bringing it all together- data and commentary
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Looking
Back:
. Past Losses,
Failures &
Outages

Report Narrative
from Risk
Officer

: Current Issues:

» From HR, Audit,

.= BCP, DR, Risk
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Unit Specific Metrics P
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Looking Forward:
Risk Outlook from RCSA, Legal, and
Database
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