
1

Operational Risk Management

Sandeep Vishnu
Managing Director:  Finance, Risk, and Compliance

December 2006

GLOBAL RISK MANAGEMENT       2© 2006 BearingPoint, Inc.

Credit

Interest Rate

Operational & Compliance

Strategic

Systemic

Regulatory

Operational Risk is one of the more 
controllable Enterprise Risks 

Regulatory Risk
Risks arising from 

disadvantageous legislative or 
regulatory activities

Strategic Risk
Risks arising from strategic 

failures of the firm 

Market Risk
Risks associated with 

changes in market prices 

Operational Risk
Risks arising from failed 

internal processes, people, 
or technology, or from 

external events

Systemic Risk
Risks related to economic 
events and market failures

Credit Risk
Risks associated with 

changes in credit quality

Interest Rate Risk
Risks associated with 

changes in interest rates

Market

Reputation Risk

Reputation Risk
Risks arising from the 

formation of a negative 
corporate image

HIGH

LOW

Ability
To

Control

Liquidity Risk (not shown)
Risk of an inability to meet 

obligations because of a lack of 
liquid assets (combination risk) 
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Risk Self 
Assessment Scenario AnalysisOperational Risk 

Loss Data
Key Risk 
Indicators

Other Risk Data
Audit scores, etc.

Enterprise KRI data

Economic Capital / Regulatory Capital

BU specific KRI
data

Risk & Control Self 
Assessments

Scenario 
Analysis

Operational Risk Governance Structure, Policies & Standards

Risk Tolerance Measures

Operational Risk Mitigation                                     Action Planning

Risk Assessment
Workshop

Internal Loss data

ORM 
Cycle

Control Environment
Assessment

External loss data

Consortium data

Public loss data

Identify 
Risks

Measure and 
Assess Risks

Implement 
Control 

Measures

Monitor and 
Report

EC/RC calculations Measurable Targets
Reporting

Operational Risk Reporting & Analysis

A Comprehensive ORM FrameworkA Comprehensive ORM Framework
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RCSA

Components of the ORM framework can be 
integrated across the loss distribution curve
Different components of the operational risk management framework address different parts of the 
Operational Loss Distribution, at times with overlap:

Loss Distribution / Capital Modeling      
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Operational Operational 
LossesLosses

Not severe, more likely 
More predictable and 

controllable 

Severe, but unlikely

– less controllable 
and difficult to 

predict

Measure

Mitigate

Identify

Assess

Monitor

Loss Data Collection

Mitigation Processes / Action Plans

Loss Data Collection:
Collection of all historical and current 
Operational Loss Data – a minimum of 
five years (three years in the transition 
period) of data is required for capital 
calculations.

Risk and Control Self-Assessment 
(RCSA):
The forward – looking assessment of the 
organization’s internal risk and control 
factors.

Capital Modeling:
Calculation of the operational capital 
charge based on severity and 
frequency distributions building on 
the organization’s internal loss data.

Key Risk Indicators (KRI’s):
Metrics that are indicative of operational 
stress levels in the organization.

External Events:
Examination of relevant external 
operational loss events.

Scenario Analysis:
The identification of hypothetical, 
infrequent, yet plausible severe loss 
events.

KRI’s
Reporting

Scenario 
Analysis / 

External Events

$ Impact$ Impact
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Example Risk Reporting Framework – Dashboards with 
drill-down capability and workflow

Business Unit: XYZ
Sub-unit: None

Operational Losses (sub-unit) Commentary Human  Resources (sub-unit)

Open posts 29

Audit (sub-unit)

Business Unit Specific Metrics

Metric A 75 Issues with revised or extended tgt. date 4
Metric B 34 3
Metric C 89 BCP & Disaster Recovery (sub-unit)
Metric D 12% BCP plans not tested in the last 12 months 3
Metric E 5 DR plans not updated in last 12 months 4

DR tests not complete in last 12 months 3
Date Event Type Amt ($k) Legal* (business unit) Amt paid Compliance (business unit)
3/16/2006 Fraud $236 Number of Lawsuits Beginning New Resolved to resolve ($k) Ending Threatened Regulatory complaints 2
3/15/2006 Corp Action $710 Banking 7 4 2 $3,400 9 1 New rules with compliance past due 2
3/14/2006 Fiduciary Loss $225 Investment 3 4 0 $0 7 2 SAR reports filed 839
3/10/2006 Regulation Fee $500 5 2 0 $0 7 3 Potential cost of fraud attempts ($k) $600
3/8/2006 System Failure $299 Total 15 10 2 $3,400 23 6 Product & Outsourcing Risk (sub-unit)
Information Technology (enterprise) *Some lawsuits may fall into multiple categories. Risk reviews completed 15

Open key issues 8
Action Plans Number Open key issues past due or extended 2
Action plans outstanding 62 Business-critical vendors with open issues 2

Action plans overdue 9 Relevant External Loss Events Amt
Date Institution ($million)

Top RCSA Risks by Activity Risk Score 3/6/06 State Street 10$         

Account opening 9 2/25/06 Citigroup 7$           
Straight though processing 6 2/22/06 ING 7$           
Client delivery 7.2 2/15/06 JPMC 2$           
Execution 5 2/1/06 Merrill Lynch 1$           
Customer identification 8

50

<Glossary>

Top 5 Operational Losses (sub-unit)

Admin non-investment

14 15
    Classification of Activities

Risk stable with continuous improvement on risk issues

Operational Risk Report  Q1 2006

L Control Score H

Audits with less than satisfactory rating

History
The business unit's op loss history shows increasing losses, but fewer events.  As before, most 
losses are concentrated in EDPM, and are caused by a failure to follow procedure.  Over the past 
quarter, system outages increased significantly, as did the number of system changes that were 
completed.  

Issues
We have done a good job over the past quarter at eliminating our audit issue backlog, and 
performed well on our last series of audits.  However, we still have some BCP and DR plans 
outstanding in ABC unit.  After recently changing our anti-money laundering procedures, our 
regulatory performance has been satisfactory on all subsequent examinations.

Outlook
On March 6, State Street Bank lost $10 million due to a flaw in the way money was apportioned to 
pension fund participants from the fund of a bankrupt company.  We have a similar lawsuit 
outstanding, and may be vulnerable to more in the future.

Recommended Actions
We should identify pension plans where we have this vulnerability and investigate limiting their 
activities to reduce our vulnerability.
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SRMO Contact Information

jd198@ntrs.com
John Z. Doe   Ext: 7-7555

Risk and Control Self-Assessment (sub-unit)
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Urgent/High Priority ITRs Client Data Unavailiblity

CTRs

Illustrative Data Only16 18

11550

Current Issues:
From HR, Audit, 
BCP, DR, Risk 
Review

Looking 
Back:

Past Losses, 
Failures & 
Outages 

Report Narrative 
from Risk 

Officer

Business-Specific 
Metrics

Looking Forward:
Risk Outlook from RCSA, Legal, and Ext. Loss 
Database

Report 
Header

Bringing it all together- data and commentary
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